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Most IT attacks on people take place via e-

mails, particularly via contaminated 

attachments and phishing. 

Please start our interactive learning module 

and discover what phishing is and how you 

can protect yourself against it.

The right way to behave!

We consider reading an e-mail to be safe, but if you have even the slightest 

suspicion of a phishing attack then:

• NEVER open the attachments in the e-mail. Even seemingly harmless 

attachments like Word, Excel, PowerPoint or PDF files can contain malware 

that your virus scanner doesn’t recognise.

• Don’t click on the link in the e-mail. If the link leads to a familiar website, 

simply open your browser and either type in the link manually or select it 

from your favourites list.

• Forward the suspicious e-mail as an attachment to the IT-helpdesk for 

experts to analyse.

Don’t trust the sender! 

Almost anyone can forge an e-mail sender using modern hacking tools. If in 

doubt, you can only clarify whether the e-mail has really come from the 

alleged sender by giving him or her a call, but please don’t use the telephone 

number in the (forged) e-mail.

‘Bcc’ field for mass mails to external addresses

If you want to send an e-mail to lots of external recipients, we recommend that 

you use the ‘Bcc’ field. All the recipients in the ‘Bcc’ field will receive the e-mail 

but are not shown in it. This way, you not only avoid publishing e-mail 

addresses around the world (which, by the way, is extremely questionable as far 

as data protection law is concerned), you also save yourself and everyone else 

waves of unwanted SPAM when the recipients click on ’Reply to all’.

Interesting facts

of all the e-mails sent to us are SPAM 

and filtered out.

Around the world, more money is now 

earned from phishing than drugs.

Encrypt confidential e-mails

E-mails are like postcards. If you send an e-mail to an external recipient, it can 

easily be intercepted and read on the Internet. You should therefore encrypt e-

mails that contain sensitive data. We offer you the following e-mail encryption 

options:

• Option 1

• ‘PGP – a tunnel to customers and suppliers’

• ‘S/MIME encryption’

Please get in touch. We’re happy to help you.

Interesting links

Has my e-mail address ever been hacked? US Scam alerts
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