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Report an incident

Our security teams rely on your reports to be able to respond to a situation. Listen to your gut and report anything unusual to us – it’s better you contact us too 

much than not enough.

IT security incident

Virus alert, phishing, data theft, strange 

callers, etc.

IT User Helpdesk

T: +49 89 xxxx- xxxx

support@firma.com

Data breach

Loss/theft of personal data

Data Protection Coordinator

Tel: +49 89 xxxx- xxxx

datenschutz@firma.com

All (potential) data breaches must be 

reported internally to the Data 

Protection team as soon as you become 

aware of them!

Physical incident 

Burglary, theft, vandalism, unknown 

persons in security areas, etc.

Plant Security

Tel: +49 89 xxxx- xxxx

werkschutz@firma.com

Report an incident

The Data Protection team then decides whether or not an external report to the relevant data protection supervisory authority is required and takes on this task 

together with the relevant parties.

What is an IT security incident or a cyber security incident?

A cyber incident (= emergency) is when unauthorised persons can access our data and/or paralyse our IT 

systems.

Examples:

▪ Our online shop with our cloud provider is hacked and customer data is stolen.

▪ Ransomware encrypts our drives.

▪ A user enters their login details into a phishing site.

▪ One of our IT devices is infected by a Trojan.

▪ A caller is attempting to obtain confidential information about our company.

▪ Sensitive lists are discarded in the waste paper bin.

▪ Customer or staff data is unencrypted on a transfer drive.

If personal data is involved in an IT security incident, this almost automatically means a data breach has also occurred. 

What is a data breach?

We have a (potential) data breach when unauthorised persons gain access to personal data. A few examples:

▪ An employee shares personal data (application documents, employee profiles, etc.) with another 

company.

▪ A delivery note is sent to the wrong customer.

▪ A reference or pay slip is sent to the wrong employee.

▪ In a newsletter, all email addresses are visible to all recipients.

▪ Documents that contain personal data are stolen from the waste paper bin. 

▪ A USB stick or laptop containing unencrypted personal data is stolen or lost.

▪ An IT application that doesn’t have a backup is no longer available. This is unplanned, and the personal 

data can no longer be restored.

▪ Hackers gain access to personal data via system vulnerabilities or phishing. 

Such events usually constitute a ‘data breach’ under the GDPR and must be reported to the supervisory authorities within 72 hours. Therefore, please do not hesitate 

to send an internal report to the Data Protection team to allow us to take action if necessary.

In addition to these ‘breaches’, there may also be internal violations of the GDPR. Typical ‘data breaches’ include the following:

▪ We process personal data without a legal basis (law, contract, works agreement, declaration of consent from the data subject, etc.) – when sending a newsletter 

without consent or despite consent having been withdrawn, for example.

▪ We process personal data without adequate technical and organisational measures (TOM) or a deletion policy being in place.

We don’t necessarily have to report such violations to the supervisory authority, but we do have to put a stop to them. So you should also report any such incidents 

to the Data Protection team or, if in doubt, ask for support.
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